ACADEMY/LARGE SCHOOL TECHNOLOGY PLAN
SEVENTH-DAY ADVENTIST
Academy/Large School Technology
& Digital Learning Plan
Three-Year Strategic & Operational Plan
Faith • Learning • Infrastructure • Security • Innovation

	Purpose:  This is a template for a practical technology plan for a larger school with a dedicated technology leader. It connects infrastructure and operations to teaching, learning, student outcomes, cybersecurity, privacy, and the school’s mission.



	School / Academy
	Your School Name

	Planning Period
	July 20** – June 20**

	Technology Director
	

	Principal / Administrator
	

	Conference / Education Office
	Conference Name





1.  Mission, Vision & Technology Governance
	School Mission
	Copy from handbook or official source.

	Technology Mission
	If none exists, create one based on your school's mission.

	Three-Year Vision
	Students and their families will have better communication tools to access learning data and feedback due to new front-facing portals and streamlined communication tools.

	Technology Director Role
	Supervise school data platforms, manage and maintain student devices, tech implementation and training, manage facility IT systems, and serve as a facilitator for tech platform decisions.

	Technology Committee
	Technology decisions are explored through the Technology Committee which includes the Technology Director, the Principal, and several teaching staff. For large projects, temporary subcommittees are formed as needed.

	Annual Review Cycle
	Annual review takes place a month before annual Strategic Planning. Results are communicated to the school staff at Strategic Planning.



Governance Questions.  
Who owns instructional technology decisions—the technology director, academic leadership, teachers, or a shared team?
Who approves new systems, apps, AI tools, subscriptions, integrations, and data-sharing arrangements?
Which decisions require administration or school-board approval?
How are technology priorities connected to the school’s strategic plan and annual goals?
How will the technology director communicate technology risks, major projects, and budget needs to nontechnical leaders?
	Important distinction: The technology director is accountable for technology systems and their effective operation, but instructional priorities should be established collaboratively with school leadership and educators. The plan should make that partnership explicit.




2.  Learning With Technology
Technology should be evaluated by its effect on learning, student agency, access, and school mission—not simply by how much equipment is deployed.
	Learning priority
	Student experience
	Teacher practice
	Year/Target

	Student agency & inquiry
	Independently research new topics and ideas.
	Teach and recognize independent study skills
	Current/Ongoing

	Critical thinking & media literacy
	Evaluate sources and their claims against opposing views across a spectrum of media to arrive at a conclusion.
	Demonstrate source collection, review and synthesis
	Year 1

	Creative communication
	Learn foundational skills that allow for creative expression using a variety of digital mediums.
	Demonstrate a wide variety of creative communication practices during instruction
	Year 2

	Design & computational thinking
	Develop cross-platform skills for navigating digital services and devices.
	Teach foundational principles then practice practical application
	Current/Ongoing

	Collaboration & global connection
	Live connection with their classmates around the globe to engage in shared service, socialization, and accomplishing learning goals.
	Facilitate group projects, small group discussion
	Year 3

	Digital citizenship & wellness
	Following golden rule with peers/staff, getting time out of the house and off screens.
	Model good citizenship & wellness
	Current/Ongoing

	AI literacy & responsible use
	Understanding of student assessment as a form of demonstration of student learning, with AI usage done in appropriate contexts with proper citation.
	Guided AI assistance with clear, enforceable boundaries
	Year 1



3.  Infrastructure, Network & Systems Architecture
This section is for a technology director to document both the current state and the three-year targets.
Network & Connectivity
	
	Current State
	Three-year Target

	Internet / WAN
	Comcast Fiber
	Move to more cost effective plan – add 5G backup

	Core / Distribution / Access
	Ubiquiti Switches
	Replace 3 switches reaching EOL

	Wireless
	4 WAP in hallway between classrooms
	2 WAP in each classroom

	Segmentation
	Some segmentation
	Complete segmentation based on access needs

	Filtering / Content Controls
	Lightspeed 
	Deploy Classroom and Alert


Identity & Access
	
	Current State
	Three-year Target

	Directory / Identity
	Hybrid AD/Entra
	Finish migration to Entra/decommission on prem AD

	SSO / MFA
	Staff use Microsoft for SSO and Microsoft Authenticator for MFA. 
	Implement Clever MFA for students using QR Codes on ID badges.

	Account Lifecycle
	Manually managed by IT
	Automate with Dashboard/AEConnect

	Privileged Access
	Manually managed by IT
	Utilize Microsoft PIM


Core Services
	
	Current State
	Three-year Target

	SIS / LMS
	SIS – AE-Connect; LMS – Google Classroom
	Ssme

	Cloud / File Storage
	OneDrive/Sharepoint – Cloud Storage
Network Share – Local Archival storage
	Backup cloud storage

	Device Management
	Intune
	Migrate remaining on-prem managed devices to Intune

	Telephony / Communication
	Avaya IP Office w/PRI
	Move from PRI to SIP

	AV / Classroom Technology
	Smartboards, Panasonic Projector
	Replace existing projectors with interactive displays


4.  Cybersecurity, Privacy & Business Continuity
A modern academy plan must treat security and privacy as operational requirements, not optional appendices. School should verify required security controls for coverage under their conference’s cybersecurity insurance.
	Control area
	Current state
	Three-year target
	Owner / review

	MFA & identity security
	All accounts managing PII in all services have MFA
	All non-student accounts use MFA
	IT Director

	Endpoint security / patching
	MS Defender/Intune
	Same
	IT Director

	Email / phishing protection
	MS Defender
	Same
	IT Director

	Network security / segmentation
	None at present
	Segment based on access needs
	IT Director

	Student data privacy
	Best effort, needs additional review
	All systems are in compliance with insurance requirements and staff receive ongoing training
	School Administration

	Vendor / application review
	No standardized process for vendor/application review
	Implement the Conference Vendor Data Privacy Agreement as it is completed
	Technology Committee

	Backup & recovery
	Student data is backed up regularly by vendors with agreements for institutional backups in place. 
	Create regular backup restoration testing policy and backup cloud data
	IT Director

	Incident response
	Beazley/ARM
	Same
	School Administration

	Security awareness training
	Ninjio training
	Ninjio training and phishing simulatiohn
	School Administration

	Physical security / access
	Avigilon ACM
	Move to Ubiquiti Access
	Facilities Director/IT Director



	Privacy principle:  Collect, retain, and share only the student/staff data needed for a legitimate educational or operational purpose. New applications should be reviewed for privacy, security, accessibility, age appropriateness, and contractual/data-handling requirements before deployment.


5.  Devices, Equipment & Lifecycle Management
Move beyond a minimum-computer list to a complete lifecycle strategy.
	Asset group
	Standard
	Quantity / ratio
	Lifecycle
	Replacement trigger
	Budget

	Student devices
	iPad/Chromebook
	1:1
	3 years
	End of Lease
	$500

	Faculty devices
	Dell Enterprise/Macbook Pro
Windows 11 Pro with i5 processor, 512GB SSD, 16GB RAM
	One laptop default. 
	5 years
	Age for scheduled replacement, warranty for conditional damage
	$1200

	Admin devices
	As above
	
	
	
	

	Classroom displays / AV
	Optoma 75” Interactive Displays
	1 per room
	8 years
	Age
	$3000

	Labs / CTE / STEM
	3D Printers, Laser Cutter
	2 printers, 1 cutter
	5 years
	Support/parts availability
	$6000


	Network / server hardware
	Dell Poweredge 14th gen servers
	3
	6 years
	Age/hardware status
	$2500

	Security / access systems
	Ubiquity Protect 
	5 Cameras, 3 locks
	5 years
	Age/support status
	$8000

	Specialized equipment
	ZoomRoom for Conferencing/meetings
	One room
	5 years
	Age/support status
	$4500



	Lifecycle rule:  Replace equipment according to a planned lifecycle and condition-based priority rather than waiting for widespread failure. Maintain a documented reserve for unexpected failures and critical spares.


6.  Software, Platforms, Applications & AI Governance
A technology director needs a repeatable process for deciding what enters—and leaves—the school’s digital ecosystem.
	System / app
	Purpose / learning need
	Data involved
	Approval / owner
	Review / renewal

	SIS
	Manage student records, synchronize student data with LMS, manage application and enrollment changes
	Complete student/staff info, student grades,
	Conference Office
	Three year cycle

	LMS
	Deliver instructional content, in-house communications platform, assessment of student work
	Basic student/staff information, student grades, curriculum
	IT Director
	Three year cycle

	Productivity / cloud
	Create instructional content, data reports, marketing, announcements
	School event information, curriculum, student demographics data
	Technology Committee
	Three year cycle

	Curriculum platforms
	See LMS & Assessment/Analytics
	
	
	

	Assessment / analytics
	Variable assessment testing adjusted to student responses, for further independent instruction and practice.
	Student achievement data, hours spent in platform, current progress in standards
	Technology Committee
	Annual Cycle

	Communication
	Share learning progress, event information, resolve discipline issues, provide support
	Basic student info, student grades
	Administration
	Annual Cycle

	AI tools
	Search, troubleshooting, course development
	Course materials, school policy
	Technology Committee
	Annual Cycle

	Other applications
	Yearbook production platform
	Student photos & demographics
	Yearbook Director
	As needed


7.  Educator Capacity & Professional Learning
The technology director may be an IT professional rather than an educator. This section makes instructional partnership a planned responsibility rather than an assumed skill.
	Audience
	Need
	Learning method
	Frequency

	Teachers
	AI, security, new tool training
	Courses, short form video, emails, conferences, webinars, teacher meetings (Adventist Learning Community)
	Quarterly

	Administrators
	Security, new tool training
	Courses, short form video, emails
	Security – monthly short courses. Additional as needed

	Students
	Online safety, digital citizenship, AI usage, computer literacy
	Courses, live small group discussion, short form video demonstrations
	Monthly

	Technology staff
	Security, new tool training, AI
	Courses, webinars, conferences
	Monthly/Ongoing

	Board / committee
	Strategy/Budget
	Board Reports
	Monthly



	Recommended structure:  Pair technical leadership with an instructional partner—principal, academic administrator, teacher leader, instructional coach, or technology committee member—when evaluating technology for teaching and learning.


8.  Technical Support, Service Management & User Experience
This section is to demonstrate measurable service expectations appropriate to the school's resources.
	Service
	How requested
	Priority
	Target response
	Escalation

	Account / access
	Chat, Email, Phone (some schools may have access to a ticketing system)
	High
	1 hour
	Conference IT

	Device issue
	Chat, Email, Phone
	Normal
	Same day
	Manufacturer Support

	Network outage
	Chat, Email, Phone
	Critical
	< 1 hour
	ISP, Conference IT

	Classroom technology
	Chat, Email, Phone
	Normal
	2 hours
	None

	Security incident
	Chat, Email, Phone
	Critical
	Immediate
	Conference IT/ARM

	Application issue
	Chat, Email, Phone
	Normal
	Same day
	Vendor Support


9.  Funding, Procurement & Total Cost of Ownership
Technology budgets should account for the full cost of ownership: hardware, licenses, connectivity, security, support, training, replacement, and disposal.
	Category
	Year 1
	Year 2
	Year 3
	Funding source
	Priority

	Infrastructure / connectivity
	Estimate lifecycle fund and spread budget out. New expenses at end of lifecycle should be covered by prior years’ budgets.
	
	
	Technology Fee.  Annual budget.
	H

	Devices / lifecycle
	
	
	
	Technology Fee
	H

	Software / licenses
	
	
	
	Tuition
	H

	Cybersecurity
	
	
	
	Conference Office
	H

	Professional learning
	
	
	
	Conference PD funding, Tuition
	M

	Technical support
	
	
	
	Tuition
	M

	Innovation / pilots
	
	
	
	Grants, Tuition, Fundraising
	L

	Contingency / reserve
	
	
	
	Tuition
	M


10.  Three-Year Strategic & Operational Action Plan
Limit major priorities so the plan remains actionable. Infrastructure projects may have technical workstreams underneath each priority. Make additional copies of this table for each major priority.

	Year
	Priority
	Why now
	Owner
	Dependencies
	Budget
	Success measure

	Year 1 – Foundation
	Identify targets for tech stack reduction
	Workflows are inefficient currently and this change will allow for a natural & condensed realignment
	Technology Director
	
	Will free up additional budget as tools are consolidated.
	Evaluation of whole stack for redundancies

	Year 2 – Optimization
	Reducing the stack
	Once the stack has been evaluated it is ready for cuts
	Technology Committee
	
	
	30% reduction in tech stack

	Year 3 – Sustainability
	Process for adding to the stack
	An efficient list will only stay that way if new services are added intentionally
	Technology Committee
	Conference Vendor Agreement Practices
	
	A process for evaluating new service needs that considers current tooling.



	Year
	Priority
	Why now
	Owner
	Dependencies
	Budget
	Success measure

	Year 1 – Foundation
	Copy additional tables as needed to add more goals
	
	
	
	
	

	Year 2 – Optimization
	
	
	
	
	
	

	Year 3 – Sustainability
	
	
	
	
	
	





Appendix A. Annual Review Dashboard.  
	Review question
	Evidence
	Status
	Action

	Are devices being maintained according to your lifecycle plan?
	[Evidence]

	[Green/Yellow/Red]

	[Decision]


	What improved student learning or teacher effectiveness?
	[Evidence]
	[Green/Yellow/Red]
	[Decision]

	Are infrastructure and systems reliable, secure, and scalable?
	[Evidence]
	[Green/Yellow/Red]
	[Decision]

	Are students and staff receiving equitable access and support?
	[Evidence]
	[Green/Yellow/Red]
	[Decision]

	Are privacy, cybersecurity, backup, and incident-response practices current?
	[Evidence]
	[Green/Yellow/Red]
	[Decision]

	Which applications should be renewed, replaced, consolidated, or retired?
	[Evidence]
	[Green/Yellow/Red]
	[Decision]

	Are budget priorities aligned with strategic goals?
	[Evidence]
	[Green/Yellow/Red]
	[Decision]

	What should be added, stopped, continued, or accelerated next year?
	[Evidence]
	[Green/Yellow/Red]
	[Decision]


Appendix B.  Technology Governance & Decision Matrix
Use this one-page matrix to clarify who recommends, approves, implements, and reviews technology decisions.
	Decision
	Technology Director
	Instructional Leader
	Administration
	Board / Committee
	Needs Annual Review

	Network/infrastructure
	[R/A/I]
	[R/A/I]
	[R/A/I]
	[R/A/I]
	[Yes/No]

	Cybersecurity
	[R/A/I]
	[R/A/I]
	[R/A/I]
	[R/A/I]
	[Yes/No]

	New instructional application
	[R/A/I]
	[R/A/I]
	[R/A/I]
	[R/A/I]
	[Yes/No]

	AI tool approval
	[R/A/I]
	[R/A/I]
	[R/A/I]
	[R/A/I]
	[Yes/No]

	Student device standard
	[R/A/I]
	[R/A/I]
	[R/A/I]
	[R/A/I]
	[Yes/No]

	Major software contract
	[R/A/I]
	[R/A/I]
	[R/A/I]
	[R/A/I]
	[Yes/No]

	Technology budget
	[R/A/I]
	[R/A/I]
	[R/A/I]
	[R/A/I]
	[Yes/No]

	Student data/privacy policy
	[R/A/I]
	[R/A/I]
	[R/A/I]
	[R/A/I]
	[Yes/No]

	Professional learning priorities
	[R/A/I]
	[R/A/I]
	[R/A/I]
	[R/A/I]
	[Yes/No]

	Technology strategic plan
	[R/A/I]
	[R/A/I]
	[R/A/I]
	[R/A/I]
	[Yes/No]


Appendix C.  Technology Inventory & Lifecycle
Attach or link the current inventory. The plan should identify lifecycle status, not just equipment quantity.
	Asset / system
	Qty
	Location
	Age
	Lifecycle target
	Condition
	Warranty/EOL
	Replacement year

	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]

	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]

	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]

	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]

	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]

	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]

	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]

	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]
	[Enter]


Appendix D.  Cybersecurity & Incident Response Quick Plan
Keep the detailed response plan separate if necessary; this page should tell staff what to do.
Report suspected phishing, malware, lost devices, unauthorized access, or privacy incidents immediately to: [contact].
Do not investigate beyond your role if doing so could destroy evidence or spread the incident.
Technology director activates the incident-response process and documents actions.
Administration determines communication, legal, insurance, conference, and parent notification requirements as applicable.
After recovery, conduct a post-incident review and update controls.
Appendix E.  Backup & Disaster Recovery Checklist
	System / data
	Backup method
	Recovery objective
	Last test

	SIS
	[Method]
	[RTO/RPO]
	[Date]

	LMS
	[Method]
	[RTO/RPO]
	[Date]

	Cloud/file storage
	[Method]
	[RTO/RPO]
	[Date]

	Administrative records
	[Method]
	[RTO/RPO]
	[Date]

	Financial records
	[Method]
	[RTO/RPO]
	[Date]

	Critical network configuration
	[Method]
	[RTO/RPO]
	[Date]

	Other critical system
	[Method]
	[RTO/RPO]
	[Date]


Appendix F.  Application / AI Review Form
Use before approving a new application or AI-enabled service.
	Tool / vendor
	[Name and URL]

	Purpose
	[Learning or operational need]

	Data collected
	[Student/staff/account data]

	Privacy / security review
	[Result / link / date]

	Accessibility review
	[Result]

	Age / student safety
	[Result]

	AI features
	[Yes/No; describe]

	Cost / contract / renewal
	[$ / terms / date]

	Owner
	[Person / department]

	Approval decision
	[Approved / pilot / declined]

	Review date
	[Date]


Appendix G.  Operational Metrics
Sample metrics to help establish your operational success
Ticket volume and resolution time
Network uptime / major outage minutes
Device failure and repair rates
Security incidents and remediation status
Backup success and recovery-test results
Application inventory and renewal dates
Teacher/student support satisfaction
Completion of annual technology and security training
Appendix H. Checklists
Checklists to help with regular reviews
Minimum Annual Security Review.  
☐ Review administrator accounts and privileged access.
☐ Verify MFA coverage and disable departed-user accounts.
☐ Review backup success and perform at least one recovery test.
☐ Review critical software, vendor access, and data-sharing agreements.
☐ Review firewall/filtering rules and network segmentation.
☐ Conduct staff cybersecurity awareness training.
☐ Review incident-response contacts and escalation procedures.
☐ Document major vulnerabilities, risks, and remediation priorities.
Application Approval Checklist.  
☐ Clear educational or operational purpose
☐ Data privacy/security review
☐ Accessibility and learner-support review
☐ Age appropriateness and student safety
☐ Integration / SSO requirements identified
☐ Contract, renewal, and data-retention terms reviewed
☐ Total cost of ownership identified
☐ Teacher/user training and support identified
☐ Owner assigned and annual review date established
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